Abstract. This study presents an experimental study comparing the testing quality of a Hybrid Testing (HT) process with the commonly used approaches in industry: Scripted Testing (ST) and Exploratory Testing (ET). The study was conducted in an international IT service company in Sweden with the involvement of six experienced testers. Two measures were used for comparison: 1) defect detection effectiveness (DDE) and 2) functionality coverage (FC). The results indicated that HT performed better in terms of DDE than ST and worse than ET. In terms of FC, HT performed better than ET, while no significant differences were observed between the HT and ST. Furthermore, HT performed best for experienced testers, but worse with less experienced testers.
Introduction
The common testing process in industry is scripted testing (ST) (also referred to as prescriptive or test case based testing [14] ). ST is a plan-driven testing process where test cases are designed prior to test execution in order to structure and to guide the testing tasks. This approach provides several benefits such as test awareness, test coverage, repeatability, and tracking [1] , [17] .
However, some recent studies indicate that the use of rigorous and welldocumented ST is not very common [2] , [3] , [18] . One reason stated by Itkonen [15] was that documenting every scenario in a test case being very time consuming and hence testers requiring more time in writing test cases as compared to actually executing them. Furthermore, Andersson and Runeson [1] mentioned that testers do not often rely on the test cases while actually executing them.
Furthermore, Itkonen [15] mentioned that the actual effectiveness and importance of these pre-designed test cases in terms of defect detection efficiency is also unknown. Agruss et al. [1] and Andersson et al. [3] claimed that if all the pre designed test cases pass in the first execution, chances of finding any new bugs by executing the same test set again are nominal. Kaner [21] described another limitation of using predesigned test cases as the need to redesign the test cases for every new version of the software.
Exploratory testing (ET) is another testing approach, which has also become popular particularly in the agile world [11] , [19] . In ET, tests are not planned and defined in advance, but are dynamically designed, executed, and modified [7] . As defined by [5] "Exploratory testing is simultaneous learning, test design, and test execution". Therefore, ET embraces similar values as agile development and combines learning, test design, and test execution into one test approach [11] . Following this approach, testers can freely explore an application by utilizing human intuition and experience [4] , [24] . As it is not explicit how testers make this exploration, ET is often referred to as 'ad hoc' testing [1] . Recently, the term 'exploratory' was introduced by a group of testing experts instead of 'ad hoc' [5] to avoid wrong perception of this approach.
A few studies such as [9] , [16] , [17] mentioned that ET makes better use of testers creativity and skills to discover the bugs that ST may not uncover because of its mechanical nature. On the other hand, some shortcomings of the ET approach have been also reported such as; the difficulty in assessing whether all features are tested, unavailability of oracles, and invisibility of the quality of testing [16] , [17] , [18] . Furthermore, Agruss et al. [1] stated that ET is not suitable while performing acceptance testing.
In our previous study [23] , we made a comprehensive review of the strengths and weaknesses of ST and ET by performing a systematic literature review and conducting interviews with testing experts in industry. One of the significant findings of our study was that the performance of ST and ET with respect to testing quality depend on a number of conditions. For example, quality of testing when using ST depends on the test case design, which depends on the skills, experience, and domain knowledge of the test designers as well as the previous documents from which the product requirements are inherited. On the other hand, the quality of the testing when using ET depends on skills, experience, and domain knowledge of the testers who execute the tests.
Therefore, a number of researchers and practitioners [1] , [9] , [17] highlighted that organisations can benefit more if they use ET in addition to ST, as they are in fact complementary approaches. In general, there is a general interest in industry for a hybrid testing (HT) approach unifying the two approaches, which is, for example, visible in lively discussions in industry oriented blogs. Therefore, in our previous study [23] , we designed a hybrid testing (HT) process incorporating the different aspects of ST and ET to mitigate the weaknesses of one by leveraging on the benefits of the other.
In this study, we empirically evaluated the test design and test execution phases of the HT process through an experimental study in a software company. Our research question was formulated as "How does a hybrid testing process affect testing quality as compared to ST and ET?" This paper is organised as follows. In Section 2, we provide a short description of the HT process that this study is based on. In Section 3, we present our research methodology. The results are presented and discussed in Section 4. The conclusions are given in Section 5.
Background
This section provides background information on the HT process [23] (Figure 1 ), which we evaluated in the experimental study in terms of testing quality. Here, we do not discuss the whole process defined, but only provide background on test design and implementation and test execution sub-processes. The other subprocesses were not in the scope of the experimental study. A detailed account of the overall process and the differences between them is given in [23] , which forms the foundation for this work.
Test Design & Implementation: In HT test design, Requirement Based Test Cases (RBTC) [26] and test missions are introduced to enable both high functionality coverage and defect detection effectiveness in addition to cost effectiveness through reducing the test bed size. RBTC specify those test cases that are defined only from the requirements specification. The "test mission" is a concrete instruction for testing and the problem being looked for.
Test Execution: The test execution part is highly flexible. Both RBTCs and the test missions are executed, which were designed in test design phase. First, a tester has given the freedom to freely explore the application in order to learn and get knowledge about it. After that, RBTCs and then the test missions are executed and the execution artifacts are recorded. A session is an uninterrupted block of test time slot assigned to a specific test mission in which test mission has to be executed.
Method
We evaluated the test design and test execution phases of the HT process in terms of testing quality (defect detection effectiveness and functionality coverage) through an experimental study. The aim of the evaluation was to test the introduction of HT under a realistic scenario from an industrial standpoint where practitioners first use ST and then migrate to ET and thereafter to HT where different versions of the same software are tested, each version having different defects. Our main research question (RQ) was as follows: RQ: How does a hybrid process affect the testing quality (DDE, FC) in comparison to ST and ET?
Overall, by using the template of Goal Question Metric paradigm [6] , the intend of the experimental study can be summarized as:
-Analyze the introduction of ET and HT in an organization originally using ST for the purpose of evaluation and proposition generation [else]
[need to re-plan]
[else] Fig. 1 . HT Process -With respect to defect detection effectiveness (DDE) and functionality coverage (FC) -From the point of view of the researcher -In the context of experienced industry practitioners (at least 3 years of experience) using the testing approaches from a black box testing perspective on different versions of a calculator software with different bugs seeded.
With respect to testing techniques this means that no white-box approaches were applied, such as covering statements, branches, or decisions. From a blackbox perspectives the practitioners freely explored the application using ET, no techniques were prescribed for that. The same applies to HT where test mission statements were used. Test coverage was hence measured in terms of functionality coverage.
The null and alternative hypotheses for the experiment were as follows: Experimental Planning and Design: This experimental study was conducted at Logica AB in Sweden (Logica is currently owned by CGI). Logica AB was an international IT service company that creates value by integrating people, business and IT. It had around 39,000 employees, 5,200 of who work in Sweden. The company provided business-consulting, systems integration, development, testing and outsourcing services to all around the world.
We designed the experiment as a "One factor with more than two treatments" [27] . The factor here is the testing approach used with three treatments: ST, ET and HT. The main differences between the three treatments are described in Table 1 . Application: The case application was a calculator application with 11 functions developed by the first two authors of this paper. One application with three versions was developed with the same functionality, but was seeded with different defects for each of the experiment sessions. That is, if in one version (e.g. seed 1) division is working without defects, this might not be the case in another version (e.g. seed 2 or seed 3). In total, 25 defects were seeded into each version of the application. The defects were not the same per application, but were of similar types. That is, the testers would not benefit by figuring out a defect once and then could easily discover the same defect with a different testing process. A colleague not involved in the experiment to avoid biasing the results did the seeding of defects. The only information provided to that person was that different types of defects should be seeded, e.g. cosmetic, quality requirements such as response time, functional defects, etc.
The application was tested using ST, ET, and HT, consecutively. This application was chosen to ensure that the practitioners were familiar with the application domain so that there would not be learning effect when they tested the application first with ST, secondly with ET, and finally with HT. In other words, they were as familiar with the application in the beginning as in the end.
Furthermore, for practical reasons, the choice of a calculator application means that the testers would test a small set of functions of an application they are familiar with and have domain knowledge about within a limited amount of time available in the company. However, the alternative, i.e. choosing a version of the systems developed at the company, would not have been feasible due to the lack of experimental control, e.g. with respect to defect population and other factors that would influence/bias the testers in their testing. Therefore, we suggest using the results of this study as an input for proposition generation when conducting future studies (for example in the form of a case study) to learn more about the longitudinal effects of introducing HT into practice.
Test cases: For ST implementation, the designed test cases were provided to the testers. The test cases were written before seeding the defects. That way we avoided writing test cases biased towards the seeded defects. The test cases were documented in the form of test scenarios stating pre-conditions, scenario steps, and post conditions. An example for a scenario step is to conduct a calculation with mixed operations (e.g. multiplication and addition). According to our prestudy and without time limitation the test cases, provided to the subjects for ST and HT, would have identified most of the defects in each seed.
Subjects: The subjects of the experiment were selected from the same company. Giving the potential experiment subjects a questionnaire; we identified 6 subjects considering their experience: T1 (5 years); T2 & T4 (more than 5 years); T3 & T5 (test managers with more than 10 years) and T6 (more than 3 years). The same subjects having similar backgrounds participated in the experiment for each treatment to reduce measurement error due to subject heterogeneity, and thus to increase statistical power when sample size is small [13] .
Observed Outcome Metrics: In order to be able to compare the testing quality of HT to ST and ET, we chose to use two metrics: (1) 'defect detection effectiveness (DDE)', and (2) 'functionality coverage (FC)'. Both metrics are in ratio scale and, therefore could be used in further statistical tests. Here, DDE corresponds to total number of detected defects out of all seeded defects. We talk about defect detection effectiveness instead of efficiency as time has not been considered as a factor in comparing the outcome.
FC corresponds to total number of incorrectly implemented or missing functions detected out of all functions implemented in the software. However for the experiment, all functions of the application were seeded with some defects. Therefore, in this case, FC is the number of detected functions with defects out of the total defective functions. For example, if 6 functionalities are identified to have defects out of 11 functions implemented, this means that the testers achieved 55% functionality coverage. We should note that, we did not need to normalize these values against the number of total seeded defects and total number of functions, as these were the same for all versions of the Calculator application. Therefore, for DDE, we only report the total number of defects detected whereas for FC, the total number of incorrectly implemented or missing functions detected.
Experiment Execution: Before the experiment date, we gave an initial presentation about the experiment and general guidelines for how to perform the tests using each testing approach. All three versions of the test application were deployed to the laptops of the subjects as well. As the subjects had no access to the source code of the application, this ensured that testers conducted a black-box test of the application.
The experiment was held in two sessions (training and test execution) and totally took two hours. During the first session, we gave detailed instructions for each test approach. Then we provided the subjects with templates for bug investigation report, session sheet and RBTC forms, which were designed to collect experiment related data such as bugs, types of bugs and functionality tested, etc. The first session lasted for 15 minutes and extra 15 minutes were given for additional questions in order to clarify any ambiguities. The subjects were requested not to communicate during the experiment with other testers and concentrate only on the experiment.
The second session was the actual experiment execution session. Maximum 30 minutes was allocated to execute tests using each testing approach. In this session, first, Calculator application with seed 1 was tested using ST. The predesigned test cases were provided to the subjects. It was explicitly mentioned to strictly follow the test steps in the test cases and in case they felt a need to divert from the test steps they were asked to state so in the bug report with the reasons and any related outcomes.
Then, Calculator application with seed 2 was tested using ET. No test cases were provided to the subjects. Therefore, they had to perform free testing and they were not bound to follow any test cases or test steps. They only needed to log the identified bugs in the bug sheet. Bug report template was also given to the subjects in order to log the identified bugs.
Finally, Calculator application with seed 3 was tested using HT. The RBTCs and test missions were provided to the subjects. They executed the test missions after completely performing the RBTC. While performing a test mission, subjects were told that they should look into the specified area as mentioned on the test sheet but they can use their ideas and follow whatever steps they want to. At the same time they should also write down some high-level test steps, which they performed during a session. Upon completion, all relevant material including the test cases, RBTCs, test sessions and bug sheets were collected.
Validity Threats: For the experimental study the following validity threats have to be considered. The application, which was used for the experiment was a simple calculator with eleven functionalities. We do not know how the results would have been influenced if this had been a larger and more complex application. Therefore, the conclusions of this experiment are limited, but were useful for formulating propositions for future studies. However, as pointed out earlier the application reduced the threat of learning effect as how a calculator works is common knowledge. Hence, there was a trade-off to be made between a complex application and learning effect.
On the other hand, even though we controlled the learning effect with respect to the application to some extent, there still exist a learning effect for how to test the application. In order to evaluate an as realistic scenario as possible from an industrial standpoint (a company developing a software using ST adopts ET and later on evolves it to HT with the software having changes in defect population over time) the learning effect could only partially be controlled. That is, in the first run testers had test cases given to the subjects, and with that had ideas what inputs they could use. Hence, they could utilize this knowledge during their testing in the next step (free exploration). Furthermore, if they are finding new interesting tests, this knowledge could again be used to improve. Overall, this is a threat to control the learning effect, while in practice the situation would be similar, where when adopting a new practice, the testers would carry on the knowledge to the new practice. Hence, this is a threat to theoretical validity, while it strengthens external validity.
Another validity threat is the limitation of the FC measure used in relation to extent of testing. As many functions have more than one defect, it is possible that the function was marked as covered by identifying only one defect and other defects in that function might have remained undetected. Such scenario is possible but we think that this should not cause too much impact on the experiment outcomes as the seeded defects were of similar types and related to functionality of a function. Therefore, there is a limited chance that one might find a defect related to functionality and missed the other similar defect related to same functionality.
Another threat to validity is the sample size used. Three treatments, each having six subjects were tested. The small number of subjects in each group could be a potential threat from two perspectives: a practical perspective and a statistical perspective. In order to increase the statistical power, we first reduced the subject heterogeneity by having a background check and using subjects from only one company. Furthermore, we used a powerful statistical test. Our power calculations showed both large effect size and power for the significant differences observed.
However, we should note that a threat from a practical perspective still exists as, if the subjects were not completely homogenous, the effect of the difference between them could not be ruled out given that the sample is not representative for a larger population of testers. Furthermore, no novice testers were part of the experiment. That is, more data points would reduce the risk of lack of heterogeneity.
Finally, the experimental study was scoped to testing quality (defect detection effectiveness and functionality coverage). However, cost effectiveness, customer satisfaction and some other aspects of the nature of processes (such as risk management etc.) are important outcome variables as well. Hence, they need to be evaluated in further case studies to observe, for example, how much effort is required to test a sufficiently large system in a real world setting, as this would provide rich information on cost or the impacts of HT on customer satisfaction and risk management etc.
Overall, the results hence provide indications that later on can be used as hypotheses in the forthcoming empirical studies (for example, validation studies in the form of controlled experiments or evaluation studies in the form of case studies) in different contexts and further studies. We also would like to emphasize that our analysis provides input to meta-analysis that later allows to aggregate experiments (hence we presented the statistics in detail to allow for that), which with every additional experiment would add an important piece to the overall evidence.
Results and Discussion
We analyzed the collected data by first evaluating it using descriptive statistics and then performing hypothesis testing.
Defect Detection Effectiveness (DDE): In total, 25 defects were seeded into each version of the application. The numbers of detected defects, found by each subject against each alternative treatment are presented in Table 2 . The descriptive statistics of the three treatments, including median, mean, standard deviation, skewness and kurtosis are given in Table 3 and the box plots for the number of detected defects are shown in Figure 2 .
As this experimental study was designed to have 3 treatments to compare (i.e., ET and ST to HT), we first used Analysis of variance (ANOVA), which Fig. 2 . Box plots of number of detected defects for three treatments enables detecting significant differences between the treatments as a whole instead of separate t-tests comparing each treatment with another. We chose this analysis technique as it is reliable when being applied to small samples [12] .
An important assumption underlying the ANOVA is that all treatments have similar variance. Therefore, we checked the data for "homogeneity of variance". We looked up the table for F max [12] for the number of treatments in our data and the degrees of freedom (number of replicates per treatment -1). The variance ratio, F was found to be 2.2. As this is smaller than F max which is 10.8 for 3 treatments and 5 degrees of freedom at p-value = 0.05, there was no need to transform the data (cf [12] ). Table 4 shows the ANOVA results for DDE, where u = number of treatments and v = number of replicates (The total "Degree of freedom" (df ) is one less than the total no of data entries). The tabulated value for the variance ratio for p=0.05 was found as F =3.7. The variance ratio for the experiment (F =20.53) exceeds this and even exceeds the tabulated F value for p = 0.001 (F =11.3). This shows that there is a significant difference between treatments and hence H1 0 was rejected.
We further tested the alternative hypotheses by assuming that the calculations of ANOVA are the same as that of a t-test.
First, the least significance difference (LSD) between any of the means is calculated for p=0.05 (the level of probability chosen for the t value) using the following formula:
. Hence, we obtained LSD as 2.92 for t-value (t=2.13) and σ d : 1.37 Table 5 shows the differences between the means of treatments for DDE as well as LSD (p=0.05). Two means would be significantly different from one another if they differ by more than LSD. The results showed that HT provided higher DDE than ST (i.e., H1 1 is accepted) whereas HT provided lower DDE than ET (i.e., H1 2 is rejected). After having performed the ANOVA analysis, we made statistical power analysis [8] (t-test for the difference between two independent means), retrospectively (see Table 6 ). Table 6 . Power analysis results for the differences between the means of ST, ET and HT treatments for DDE (sample sizes for group 1 and group 2 = 6, α=0.05, DF =10, and Critical t=1. So, we conclude that our results are significant as both the effect size values and the statistical power are larger than the conventional values [13] (that is Power=0.80 and effect size=0.2(small), 0.5 (medium) or 0.80 (large)) despite the small sample size used in this experimental study.
Functionality coverage: The functionality covered by each experiment subjects against each treatment is presented in Table 7 . The descriptive statistics of the three treatments, including median, standard deviation, skewness and kurtosis are given in Table 8 and the box plots for the number of detected defects are shown in Figure 3 . Fig. 3 . Box plot of functionality coverage for three treatments
As we did for DDE, we checked the data for FC for "homogeneity of variance". The variance ratio, F was found to be 3.87. As this is smaller than F max which is 10.8 for 3 treatments and 5 degrees of freedom at P = 0.05, there was no need to transform the data.
A single t-test was performed to see if there are differences between the means at a chosen probability level (p − value = 0.05). Table 9 shows the values of sum of squares for FC. The tabulated value of F (p = 0.05) was found as 3.7 . Our calculated F value (F = 4.6) is higher than this limit, meaning that there is a significant difference between the treatments. Therefore, the null hypotheses H2 0 was rejected.
We further tested the alternative hypotheses by calculated the least significance difference (LSD) between the two means and comparing this value to the differences between the means of two treatments. Table 10 shows the differences between the means of treatments for FC as well as LSD (p=0.05). 
The results showed that only the difference between the means of HT and ET (at p=0.05) is slightly greater than 2.15. Therefore, we conclude that HT provided higher FC than ET (i.e., H2 2 is accepted)). No significant differences were observed between the means of HT and ST (i.e., H2 1 is rejected).
After having performed the ANOVA analysis, we again made a post hoc (retrospective) statistical power analysis. The results are shown in Table 11 .
So, we conclude that our result for the difference between HT and ET is significant as both the effect size value and the statistical power are larger than the conventional values [13] . As for the differences between HT and ST as well as ST and ET, no significance was observed between the means, which might be due to low statistical power values associated with the tests and, therefore should be further investigated. As a summary, our alternative hypothesis tests showed that in terms of defect detection effectiveness, HT performed better than ST and worse than ET. In terms of functionality coverage, HT performed better than ET.
Experience: When different subjects are compared with respect to their performance considering their experience levels: -All subjects were more successful in terms of DDE when they implemented ET. Testers T3 and T5 who hold the maximum level of testing experience (more than ten years) performed better than other subjects when they used either ET or HT. Interestingly, tester T3 was not very effective in terms of DDE when he used ST and in terms of FC when he used ET. However, both T3 and T5 outperformed in terms of FC when they implemented HT. -Testers T1, T2 and T4, who hold same level of experience (five years), were also similar in detecting defects when they used the same approach. They all found higher number of defects implementing ET as compared to HT and ST. For FC, these subjects on the average covered the same number of functionalities implementing the ST and HT. However, they were not as successful in terms of FC when they implemented ET. -Tester T6 who holds the less experience among all, detected more defects in comparison to ST when implemented ET and HT, but still less than the other subjects. For FC on the other hand, this subject performed similarly as the other moderate level experienced subjects.
From the box-plots in combination with the observations mentioned above some interesting propositions can be derived that should be checked in larger, controlled experiments and industrial case studies. Note that these observations were made in a situation where limited amount of time is available for testing, and that no novice testers participated in the experiment.
-FC: Figure 5 and Table 17 show descriptive statistics for all three treatments.
The median values for ST and HT are very close whereas HT shows much higher standard deviation. Highly experienced testers (T3 and T5 with more than 10 years of experience) perform best in terms of FC when using HT. With a moderate level of experience (3-5 years) ST and HT seem to perform similar. When comparing ET and HT we could see that each tester achieves higher test coverage with HT than ET (see Table 7 ). -DDE: Figure 4 and Table 12 show that ET outperforms ST and HT. For each of the testers we could see that they perform better with ET and HT than with ST. Furthermore, every tester performed better with ET than with HT. The standard deviation shows that experienced testers benefit more from having freedom in exploring.
Conclusion
In this research we conducted a experimental study comparing a hybrid testing process incorporating scripted and exploratory testing. The study was conducted with industry practitioners.
The results indicate that HT is more effective in defect detection than ST and less effective than ET. In terms of functionality coverage, HT performs better than ET. As the statistical power results showed both large effect size and power, we conclude that our results are significant. On the other hand, for FC, no significant differences between the means of HT and ST as well as ST and ET were observed. This might also be due to low statistical power which should be tested in future studies. These results indicate that the HT process provides a compromise solution for testing quality.
Implications related to experience: Looking at the individual data points in the results, some interesting patterns were also brought into light, which led to the following proposition: If one aims at high DDE then ET process should be chosen, especially for experienced testers. However, if FC is important at the same time, HT performed best for experienced testers, but not worse with less experienced testers. Hence the optimum solution for high DDE and FC would be to choose HT. Only using ST is not recommended as after the experiment testers reported that they did not like to use ST as it limits their creativity and does not allow them to bring in their experience and competence, which was also reflected in the poor results ST achieved in comparison to ET and HT with respect to DDE. Given the limitations of the experimental study (see validity threats), these statements only provide indications that need to be further evaluated in future studies.
Furthermore, which process to choose seems to depend also on the experience level (or may be skills) of the tester. Our final observations revealed HT to perform best for experienced testers, but worse with less experienced testers. Therefore, the skills, experience and domain knowledge of testers should also be taken into account for future studies. For example, Itkonen et al. [16] and Juristo et al. [20] found that different testers have varying test case designs even though they follow the same test case design strategy. That is, there are indications that the outcome of the test case design varies with individual experience and skill. A survey of literature related to comparisons between novices and experts has shown that experience has positive effects on various parameters. For example, Sim et al. [25] reported that experience has a positive effect with respect to domain knowledge, speed of completing tasks, ability to identify meaningful patterns, superior recall because experts organize short-term and long-term memory more efficiently, etc.
Our study contributes to highlight the importance of experience. In future work experiments should focus on exploring the role of experience further.
HT and agile: It was observed that with time-boxed iterations there is limited time for testing, in particular fitting enough testing in an iteration is perceived a challenge [22] . Hence, even though not widely considered an agile practice, the flexibility that HT provides (in particular for experienced testers) merits further investigations to understand how to integrate HT as an agile practice into the set of agile practices, and how it can be beneficial when combined with other agile practices (such as time-boxing).
